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“We're hoping you’'ll lead us on a journey of
transformation without requiring any real changes.”




? * Integ nt safety.
~ Patient saf n it comes to
connected medic whose health can be

directly impacted by the operation of the medical device.
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Howe\ gy.

Organizc ategy not only put
their data, orga at risk, but also—most
importantly—the welfare and safety of their patients.”
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disrup ure. Managing

informatio is not an exact science.
It brings togethe individuals and groups within
organizations responsible for strategic planning, oversight, management, and day-
to-day operations—providing both the necessary and sufficient risk response
measures to adequately protect the missions and business functions of those

organizations.
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Help individua 3s for information system
implementation or operation better understand how information
security risk associated with their systems translates into
organization-wide risk that may ultimately affect the
mission/business success.




STRATEGIC RISK

MISSION / BUSINESS PROCESSES

INFORMATION SYSTEMS

- Traceability and Transparency of

Risk-Based Decisions 7
- Organization-Wide ORGANIZATION

Risk Awareness

- Inter- Tier and Intra-Tier
Communications

- Feedback Loop for
Continuous Improvement

TACTICAL RISK
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boundary the description in the
security plan.
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Minor harm to indi\

ons, but
ificantly reduced
nage to assets
nancial loss
ant harm to individuals that
does not involve loss of life or serious
life threatening injuries
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= Firewall
= Etc.
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Suppleme d set of controls

|dentify common controls
Document the security control baseline
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? informatio ourpose, scope,
and impact of ganizational
missions, business operations
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incluc enterprise

architects;

Eliminating the term “information system” and replacing it with the
term “system” so the controls can be applied to any type of system

including, for example, general purpose systems, cyber-physical

systems, industrial /process control systems, and loT devices
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intelligence anc ding controls to

strengthen cybersecurity and privacy governance and accountability
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IR Ir and Redress
MA Mc
MP Medic
PS Personne
PE Physical & Enyv (UL)
PL Planning
PM Program Management

d family members are PRIVACY

RA Risk Assessment additions fo rev. 4 of NIST SP 800-53
SC System & Communications Protection
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AU-13 — The org s information and open
source information sitfes fc of unauthorized disclosure of
organizational information (more than a sophisticated RSS feed;
includes social media sites)
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® Discipline uniforn

®* Train employees on reporting inappropriate behavior
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® Clearly, then, the IR criteria cannot be focused simply on

information system security
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At the discre rols may be

documented in a dis o0 other risk management
documents (e.g., system secu ational assessments of privacy
controls can be conducted either by the [privacy official] alone or jointly with the
other organizational risk management offices including the information security

office.




4

fion

pre ‘within
organiz

which those

enfs In

Is essential for

strong and effectiy




ts
ams,

policies

* QO ate across the life

cycles c e, maintain, share, or
dispose o

PIAs are also conductec at programs or information systems
comply with legal, regulatory, and policy requirements. PIAs are
performed before developing or procuring information systems, or
initiating programs or projects, that collect, use, maintain, or share Pll and
are updated when changes create new privacy risks.
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* Organizations they imbed privacy

considerations into the life cycle of information systems,

mission /business processes, and technology
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system de ons mitigate privacy

risks to Pll, thereby elihood of information system

breaches and other privacy-related incidents.




&
®* DI- ts as

? ~ necessary ussed by its

programs or

®* Guidance — each time data is collected the individual is asked to

revalidate the information
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? * c. Obtains 2, from individuals
prior to any ne y collected Pll; and

® d. Ensures that individuals are aware of and, where feasible, consent
to all uses of PIl not initially described in the public notice that was in
effect at the time the organization collected the PII.







